Introduction
In U.S. defense contracting, an increasingly important tool in fighting corruption is "mandatory disclosure" --the requirement that when managers at a contracting firm discover that the firm has been engaged in certain wrongdoing, they must disclose that wrongdoing to the government.
1 Mandatory disclosure plays an especially prominent role in defense contracting, both because of the relative size of the defense spending in overall federal procurement, and because a handful of very large prime contractors, with extraordinarily strong compliance and disclosure systems, dominate the U.S. defense marketplace. In part because those large contractors set a high norm for disclosure, which other contractors have difficulty matching, 2 the U.S. defense market raises an interesting quandary: does mandatory disclosure, an important anti-corruption tool, in effect dampen competition in a procurement market?
This brief paper addresses that question in several steps. Part II of the paper reviews the history of mandatory disclosure in federal contracting, and explains how mandatory disclosure is tied to broader compliance requirements in U.S. contracting. Part III discusses some of the anticompetitive effects of mandatory disclosure, and Part IV assesses possible remedies. Part V concludes by suggesting that mandatory disclosure, like other anti-corruption efforts, should be carefully structured to reduce its negative effects on competition.
Footnote continued from previous page (F) Timely disclosure, in writing, to the agency OIG [Office of Inspector General], with a copy to the Contracting Officer, whenever, in connection with the award, performance, or closeout of any Government contract performed by the Contractor or a subcontractor thereunder, the Contractor has credible evidence that a principal, employee, agent or subcontractor of the Contractor has committed a violation of Federal criminal law involving fraud, conflict of interest, bribery, or gratuity violations found in Title 18 U.S.C. or a violation of the civil False Claims Act (31 U.S.C. 3729-3733).
Under FAR 9.406-2(b)(vi), 48 C.F.R. § 9.406-2(b)(vi), Causes for Debarment, a debarring official may debar a contractor, based upon a preponderance of the evidence, for:
Knowing failure by a principal, until 3 years after final payment on any Government contract awarded to the contractor, to timely disclose to the Government, in connection with the award, performance, or closeout of the contract or a subcontract thereunder, credible evidence of-(A) Violation of Federal criminal law involving fraud, conflict of interest, bribery, or gratuity violations found in Title 18 of the United States Code; (B) Violation of the civil False Claims Act (31 U.S.C. 3729-3733); or (C) Significant overpayment(s) on the contract, other than overpayments resulting from contract financing payments . . . .
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It should be stressed, however, that when the proposed rule requiring mandatory disclosure rule was published in November 2007, it came as something of a surprise to the federal contracting community. 9 The Federal Acquisition Regulation (FAR) councils had earlier published a proposed rule, in February 2007, which addressed contractor compliance requirements alone, and built on earlier, agency-specific requirements for such compliance systems. 10 The compliance systems requirement was not a surprise; as many commentators outside the government had noted, corporate compliance systems were already called for by the U.S. Sentencing Commission's organizational sentencing guidelines, and so extending those requirements to contractors was a predictable next step.
11 In response to the request from the Justice Department, however, the FAR councils in November 2007 published a broader proposed rule, which called for both contractor compliance systems and mandatory disclosure.
12 The mandatory disclosure requirement became part of the final combined rule in November 2008, and that final rule took effect on December 12, 2008.
13
While it applied to contracts awarded by all agencies (not just the Defense Department), the new mandatory disclosure rule drew on many elements of the prior voluntary disclosure program. Disclosures under the mandatory compliance rule are typically to be processed through the contracting officer, who is to coordinate a response with the agency inspector general.
14 As with the voluntary disclosure program, disclosures and enforcement are to turn on whether there is "credible evidence" of a bad act. 15 The mandatory disclosure rule calls for disclosures of specific bad acts, and the new rule leaves it to the contractor, after due investigation (potentially under an attorney-client privilege), to determine in the first instance whether there is credible evidence of the enumerated bad acts. The mandatory disclosure rule notably does not require disclosure of other, non-enumerated forms of bad acts, such as violations of the Procurement Integrity Act --even though that law was born of the same procurement scandals which emerged alongside the voluntary disclosure rule. General Services Administration Office of Inspector General, at 2-4 (updated June 2012) , available at http://www.gsaig.gov; see also Guide to the Mandatory Disclosure Rule, supra note 3, at 9-10 (history of rule). 10 72 Fed. Reg. 7588 (Feb. 16, 2007) .
11 See, e.g The mandatory disclosure rule, unlike its predecessor, does not explicitly incentivize disclosure; a contractor will not necessarily win a reduced sentence by making a mandatory disclosure. But if a contractor fails to make a mandatory disclosure --i.e., if a contractor's principals have credible evidence of an enumerated bad act and the contractor fails to disclose that information --the contractor may be suspended or debarred, on that ground alone.
17
It is important to stress how mandatory disclosure is intertwined with the corporate compliance requirements, which were made part of the same rule. The mandatory disclosure rule assumes that a contractor's compliance system will survey for, and detect, bad acts, and that those bad acts were will be reported up through the firm so that the bad acts can be assessed and then, as appropriate, reported to the government. 18 The mandatory disclosure rule thus arguably rests on an assumption that contractors will have an effective compliance system in place.
19
Experience under the mandatory disclosure rule has been mixed. While some contractors have tried to mitigate risk by reporting many possible violations to the government --from petty to major violations --other contractors have reportedly taken a much narrower approach to disclosure under the rule. 20 What is clear, however, is that mandatory disclosure is taken very seriously by mature defense contractors, including, especially, the handful of large prime contractors at the core of the defense market, and that those contractors cognizant of the requirement take careful steps to integrate disclosure into their broader compliance efforts.
21
The mandatory disclosure requirements for contractors also can be read against the backdrop of disclosures required of publicly traded companies, under the securities law reforms enacted in the early 1930s. The mandatory disclosures required by those laws were intended to reshape the balance of power between shareholders and managers in publicly traded firms, by forcing managers to open corporate governance by broadening shareholders' access to information. These disclosure requirements under the securities laws were born of unique cultural, historical and political circumstances in the United States, which favored disclosure to support the common investor in the wake of the financial crash of 1929.
22
Viewed in this light, the mandatory disclosure requirements under the FAR can be seen as an analogous effort to redraw the agency relationship, not between managers and shareholders, but instead between the government and its contractors. 23 There is a natural asymmetry of information between the government and its contractors, which opens the door for strategic behavior --including, potentially, fraudulent and corrupt behavior --by the contractors. By forcing mandatory disclosure of information on bad acts, the government has broken down that asymmetrical relationship, at least in part.
This leads, in turn, to a number of important questions. Why, for example, did the government choose these bad acts --why not require disclosure, for example, of all production failures (even if they do not constitute fraud), or of violations of other important anti-corruption measures, such as the Procurement Integrity Act, the Anti-Kickback Act or the covenant against contingent fees? More broadly for our purposes here, how and why does this system of mandatory disclosure affect competition in procurement markets (most specifically, the defense market), and what can be done to ease its potentially anticompetitive effects?
III. Anti-Competitive Effects of Mandatory Disclosure
As noted, changes to the securities laws of the 1930s forced new mandatory disclosures in financial markets, in order to radically reshape agency relationships between management and shareholders, by reducing the informational advantage that managers held. In contrast, as was described above, the mandatory disclosure rule imposed on contractors in 2008 was arguably an evolutionary measure, which did not reorder but instead reinforced existing competitive advantages held by the Defense Department's largest contractors, and bolstered existing reputational bonds between the Defense Department and those large firms. This section assesses those practical effects of the mandatory disclosure rule, and their potentially anti-competitive effects. To understand mandatory disclosure's potential anti-competitive effect, it is important to stress that mandatory disclosure depends, first, on an effective compliance system. Without an effective compliance system, information on apparent violations --the stuff of mandatory disclosures --typically will not "bubble up" to management's attention, except by accident. Put another way, without an effective compliance system in place, a contractor runs material risk of not being able to meet its mandatory disclosure obligation if, indeed, the firm engages in one of the prohibited acts (criminal or civil fraud, bribery, etc.).
A. Mandatory Disclosures Depend on Effective Compliance Systems --Which the Largest Contractors Have Been Building for Decades
The standards for compliance systems are remarkably uniform across borders, 24 both inside and outside procurement markets. 25 As the following chart illustrates, countries and standards-setting organizations across the world require the same basic elements --including a code of conduct, training, etc. --in corporate compliance systems: 
Although these harmonized standards mean that multinational firms bear lower costs of compliance across borders, the costs of establishing and maintaining an effective compliance and ethics system (however uniform) should not be underestimated.
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Though corporate compliance systems were first mandated in federal contracting in 2008, major contractors began to implement compliance systems (also known as corporate integrity 27 The large contractors that had embraced corporate compliance and ethics programs therefore were well-prepared for the compliance requirements mandated by regulation in 2008, and for the mandatory disclosure requirements that flowed from those compliance requirements. As a practical matter, however, it is widely believed in the federal procurement community that hundreds, if not thousands, of small-and medium-sized defense contractors did not have (and do not have) effective compliance and ethics systems in place, and thus cannot readily meet the mandatory disclosure requirements of the law.
28
The risks of not having an effective compliance system are magnified by the unique antifraud/anti-corruption laws governing federal contracting --many of which trigger the mandatory disclosure rule. For example, when the rule requires disclosure of any violation of "Federal criminal law involving fraud, conflict of interest, bribery or gratuity violations found in 33 or sloppy accounting or production methods (which can constitute reckless fraud), all may trigger liability, and thus an obligation to report under the mandatory disclosure rule. This means, in turn, that a firm without an effective compliance system in place --a firm, in other words, in the mass of unprepared defense contractors --is left exposed to potentially disastrous risks, both of substantive violations and of failing to make the mandated disclosure of those violations. In sum, the mandatory disclosure rule exacerbates the competitive disadvantages borne by smalland medium-sized enterprises which have been too slow to adopt corporate compliance systems.
B. Mandatory Disclosure Reinforces Reputational Bonds Between Contractors and the Defense Department
As the discussion above reflects, mandatory disclosure amplifies the competitive weaknesses borne by the many contractors --potentially thousands of firms --in the middle and lower tiers of the defense marketplace which do not have effective compliance systems. The mandatory disclosure rule hurts those small-and mid-sized firms in another way: only the largest firms, with effective and highly public compliance and disclosure systems, can assure the Defense Department that the reputational capital which those firms share with the government will be carefully protected, through internal enforcement and disclosure.
The U.S. defense industry has become much more concentrated over recent decades, 34 and now a handful of prime contractors dominate that market. 35 While previous studies have suggested that sophisticated contractors may structure themselves to reduce reputational risk to the government and the contractors, 36 The starting point for this discussion is a recognition that a government inevitably shares reputational capital with its contractors, especially those prime contractors under its direct control. 37 The debate over private military contractors, for example, has highlighted that shared reputational capital, for those arguing for tighter regulation of PMCs have pointed out that the contractors' actions can impair a government's reputation and legitimacy. 38 Viewed in this light, the mandatory disclosure rule may be seen as a capstone on a broader government effort to force contractors, through ethics and compliance programs, to control the risks of fraud and corruption --especially reputational risks --on behalf of the government. The mandatory disclosure rule notably does not focus on performance risks; there is no requirement, for example, to report new obstacles which may slow a project. 39 Instead, as written and implemented, the mandatory disclosure rule serves more as an early warning device for fraud and corruption, to alert the government to potential egregious violations by contractors. 40 While contractors are expected to identify and initially investigate the violations, ultimate enforcement against those violations still rests with the government. From officials' perspective, the government leverages the contractors' compliance and ethics system to gain better visibility into violations, thus multiplying the government's enforcement capacity and --Footnote continued from previous page political experience is to keep DoD contractors from opportunistic profit-seeking behaviors that could reach or even cross federal government regulatory redlines.") 37 See, e.g., Douglas P. Beighle, Defense Contractors -The Next Spotted Owl?, 24 Nat. Cont. Man. J. 1 (1991) (discussing Congress' and contractors' shared reputational loss due to negative studies and procurement scandals of the previous decade). 38 See, e.g., Zoe Salzman, Private Military Contractors and the Taint of a Mercenary Reputation,40 N.Y.U. J. Int'l L. & Pol. 853 (2007-2008) . A study of the use of military law to address contractor criminal misconduct in combat areas pointed out that "[c]ontractor criminal activity can generate significant media interest, adversely impact strategic relationships with host nation governments, and require commanders to swiftly formulate a response when such incidents occur within their areas of operation." Lieutenant Colonel Charles T. Kirchmaier 39 Disclosure of those performance-based risks are typically dealt with separately, under contractual clauses which require, for example, that contractors report any extraordinary costs which may be chargeable to the government within 30 days. 40 Guidance by the then-Inspector General for the General Services Administration, for example, explained that contractors should give early notification, even before an investigation is concluded, and that the agency would normally await conclusion of the contractor's investigation before taking any action. Brian D. Miller, supra note 9, at 10 ("We prefer early notification, and so long as the contractor keeps us informed of its progress, we do not intervene until the contractor has completed its internal review.").
Mandatory Disclosure: A Case Study in How Anti-Corruption Measures Can Affect Competition in Defense Markets, by Christopher R. Yukins, GWU Law School ________________________
importantly --sharply reducing reputational risks from otherwise unpredictable and uncontrolled third-party reports of fraud and corruption, for example from the press and whistleblowers.
In practice, however, this mandatory disclosure model appears to be one which favors large, established contractors, and which in effect bolsters barriers to entry in the defense market. The mandatory disclosure requirements are themselves idiosyncratic --some crimes are subject to mandatory disclosure, but many are not --and so demand time and sophistication to integrate into a broader compliance and ethics program. That foundation underlying mandatory disclosure, an effective compliance and ethics program, is also extremely expensive, and while some of those compliance costs may be allowable under cost-reimbursement contracts, a compliance program inevitably causes additional costs (including opportunity costs) which will not be absorbed by the government customer.
Nor do the costs end once mandatory disclosure has been integrated into an ethics and compliance program. The compliance system must remain active, gathering, processing and assessing reports of possible violations. When violations may call for mandatory disclosure, those possible violations must be specially assessed, often with input from sophisticated outside counsel. The contractor may undertake an internal investigation, under the protection of an attorney-client privilege, and the contractor ultimately need only disclose those circumstances which present "credible evidence" of an enumerated bad act (bribery, fraud, etc.). Mandatory disclosure is, in other words, a long, costly process, one built on an already expensive system of ethics and compliance --not a process that favors those new to the market, or short of resources. Mandatory disclosure is, in sum, a rule which can be readily implemented by large, established contractors, but which poses daunting obstacles to those contemplating entering the defense market, and which poses serious risks to competitors that cannot (or care not to) implement it properly.
IV. Easing the Anti-Competitive Effects of Mandatory Disclosure
As the discussion above reflects, the mandatory disclosure rule creates substantial benefits for enforcement officials (by unearthing violations for enforcement) and, more broadly, for the government as a whole by reducing the costs and reputational risks of fraud and corruption. At the same time, though, the mandatory disclosure rule creates significant costs for contractors, and tends to favor the largest, most deeply established contractors in the market. In a defense market that is already markedly concentrated, those anti-competitive forces are a cause for concern. This section assesses possible ways to ease the rule's inherently anti-competitive effects.
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Federal criminal law involving fraud, bribery, or gratuity violations potentially affecting the Federal award." 43 Thus, while contractors must disclose both criminal (intentional) and civil (reckless) fraud, the covered grantees need only disclose criminal fraud; by the same token, it is not clear what other criminal statutes are covered in the grantees' requirements (is the Anti-Kickback Act, for example, a "Federal criminal law involving . . . bribery"?). There is no ready reason for these standards to differ, especially since federal contractors regularly serve as grantees, as well, 44 and the federal grant rule was explicitly modeled on the contract mandatory disclosure rule. 45 Where, as here, mandatory disclosure requirements vary --apparently unnecessarily --private vendors must spend more to implement these varying standards, and other potential competitors are further discouraged from competing for federal contracts or grants.
C. Limit Scope: Target Violations for Which Contractors Have a Clear Informational Advantage, or Which Pose Most Severe Reputational Risks
Because of the costs and potentially anti-competitive effects of mandatory disclosure, 46 it is important that the scope of mandatory disclosure be carefully limited. In principle, because (as noted) regulators' goals here should be to level the informational imbalance between government and its contractors, and to force early (and controlled) disclosures of violations which pose potentially severe reputational risk, logically regulators should craft the mandatory disclosure rule to force disclosure of bad acts: Although the federal mandatory disclosure rule apparently was not crafted with these goals in mind --instead, it appeared to reflect various enforcement agencies' efforts to include specific bad acts onto the mandatory disclosure list 47 --the final rule does, in rough terms, reflect these dual goals. The bad acts which must be disclosed are generally those which contractors have an easier time discerning than the government (e.g., bribes, gratuities and fraud), and, again because of complicated reasons of agency, 48 these are precisely the bad acts which are most likely to have deeply corrosive reputational impacts on the government. In other words, although the federal rule is not perfect, 49 it does appear to accommodate these dual policy goals.
D. Allow Contractor Opportunity to Investigate, Under Privilege
Another, relatively simple means of reducing the anti-competitive impact of a mandatory disclosure rule is to allow the contractor time, before making any disclosure, to assess the evidence under the protection of a privileged investigation. 50 The drafters of the federal rule prudently, and explicitly, decided to leave contractors this breathing space before making a mandatory disclosure. 51 Although critics may argue that the rule thus allows contractors time to "bury" troubling evidence, the alternative --to require contractors to disclose any apparent violation, without due investigation --would be highly inefficient. A rule demanding immediate disclosure could mean that the government would be flooded with reports which might prove, in the end, to be groundless. Furthermore, a rule which forced immediate disclosure of any bad act brought to light in a compliance system would, in effect, encourage contractors not to have effective corporate compliance systems, but instead to allow news of bad acts to drift into dark silence at the bottom of the firm.
E. Reinvigorate Voluntary Disclosure
The final proposed change to the mandatory disclosure regime may be the most radical, but the most useful: to recognize that mandatory disclosure will probably always be limited (for the reasons outlined above), so that the optimal policy choice instead may be to reinvigorate voluntary disclosure, by giving contractors positive incentives, perhaps through reduced enforcement penalties, to come forward with bad acts.
52
A voluntary disclosure regime, unlike a mandatory one, could cover a much broader array of bad acts and crimes, for it would pose none of the risks (discussed above) that an overbroad mandatory regime carries, of inefficiently forcing disclosures of too many bad acts. A system of voluntary disclosure would reduce the costs of implementation, because a voluntary regime means that only those contractors that discover bad acts internally, and seek to make a voluntary disclosure to reduce their exposure, must study and abide by the voluntary disclosure rules. Finally, a voluntary disclosure regime would have a much less damaging effect on competition, for contractors that could not manage disclosure --the contractors at serious peril in a mandatory regime --would face no new risks of destruction in a voluntary regime; failing to make a disclosure would simply lose them the leniency they might otherwise enjoy, under a voluntary regime.
As noted, several decades ago the federal government instituted a system of voluntary disclosure to handle fraud in defense procurement, a system which failed largely because of its own cumbersomeness, and because it did not present defense contractors with sufficient incentives for disclosure. A renewed emphasis on voluntary disclosure, perhaps with clearer and stronger incentives for disclosure, and potentially modeled on the World Bank's reportedly successful system of voluntary disclosures for contractors, 53 might prove a useful way forward. 52 As Susan Rose-Ackerman noted, in discussing the importance of whistleblowing in addressing corruption:
Successful detection of corruption depends upon insiders to report wrongdoing. Citizens and businesses victimized by extortion demands may report bribery attempts, but they may not be able to offer enough proof for prosecutors to act. Instead, effective law enforcement often requires officials to promise leniency to one of the participants. This creates an important paradox for law enforcement efforts. High expected punishments ought to deter corruption, but a high probability of detection may only be possible if some are promised low penalties.
Susan Rose-Ackerman, supra note 48, at 222.
In assessing a new voluntary disclosure system, though, policymakers might wish to weigh the increasingly important role that whistleblowers (often current or former employees) play in revealing fraud and corruption; a system of voluntary contractor disclosure should complement, not disrupt, existing systems to encourage and protect private whistleblowers.
V. Conclusion
The federal government's mandatory disclosure rule provides an interesting case study in how an anti-corruption tool, of good intent, can be quite costly and have anti-competitive effects in an already highly concentrated defense procurement market. To address those problems, a mandatory disclosure rule should be crafted to minimize transaction and opportunity costs, and to focus on the problems at the core of a disclosure rule: the need to remedy the government's informational deficits regarding its contractors' bad acts, to redress fraud and corruption and the reputational damage they can cause the government. Recognizing these broader benefits of disclosure, and the inherent limitations of mandatory disclosure, policymakers may wish to revisit the benefits of incentivizing voluntary disclosures by contractors, as a complement to the information on bad acts gained through mandatory disclosures and whistleblowers. 
